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METHOD AND AN APPARATUS FOR 
AGGRESSIVELY DETECTING MEDIA 
ERRORS ON STORAGE DEVICES WITH 
NEGLIGIBLE PERFORMANCE IMPACT 

This application is a Continuation of the prior application 
for “A METHOD AND AN APPARATUS FOR AGGRES 
SIVELY DETECTING MEDIA ERRORS ON STORAGE 
DEVICES WITH NEGLIGIBLE PERFORMANCE 
IMPACT,” ?led by Douglas W. Coatney et al. on Apr. 30, 
2004, US. patent application Ser. No. 10/836,914, now US. 
Pat. No. 7,278,067 assigned to the corporate assignee of the 
present invention and incorporated herein by reference. 

FIELD OF INVENTION 

The present invention relates to storage systems, and more 
particularly, to detecting media errors on storage devices in a 
storage system. 

BACKGROUND 

A data storage system may include storage devices and one 
or more network storage servers or storage appliances. A 
storage server may provide services related to the organiZa 
tion of data on storage devices, such as disks. Some of these 
storage servers are commonly referred to as ?lers or ?le 
servers.An example of such a storage server is any of the Filer 
products made by Network Appliance, Inc. in Sunnyvale, 
Calif. The storage server may be implemented With a special 
purpose computer or a general-purpose computer. Depending 
on the application, various data storage systems may include 
different numbers of storage servers. 

To ensure reliable storage service, the storage devices are 
typically checked periodically for errors. The storage devices 
may include disks arranged into Redundant Array of Inde 
pendent Disks (RAID) subsystems. To improve reliability of 
the storage system, the storage devices are scanned to check 
for errors (e. g., media errors, parity errors, etc.) from time to 
time. Such scanning may also be referred to as scrubbing or a 
scrub. A scrub that is scheduled to run for at a predetermined 
period of time at one or more predetermined times may be 
referred to as a ?xed time scheduling scrub. A ?xed time 
scheduling scrub stops scrubbing the storage devices in a 
RAID subsystem When the predetermined period of time is 
up, regardless of Whether all storage devices in the RAID 
subsystem have been scrubbed or not. A scrub that scans 
through all storage devices in a system is typically referred to 
as a full scrub. 

In one existing system, the disks in a RAID subsystem are 
scrubbed sequentially. To scrub a disk, a storage server in the 
system reads data off the disk. The data is transmitted across 
an interconnect from the disk to the storage server. The stor 
age server may check Whether the data is read correctly. If the 
data is not read correctly, then there may be a media error on 
the disk. A media error on a disk is typically an unknoWn bad 
sector or block on the disk. Since the disk is a magnetic 
storage device, a ?aW on the surface of the magnetic platter 
may cause a media error on the disk. Media errors are a 

common type of errors on disks and media errors may be 
recovered by conventional RAID technology, such as recon 
structing the data in the bad sector or block affected. 

Increasing disk siZes, particle imperfections, and high 
track densities may also increase the rate at Which neW media 
errors are developed since the last full scrub. Thus, full scrubs 
are demanded to complete at a faster rate. With the current 
deposition technology and error rates, full scans are required 
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2 
once Within a shorter period, such as three to four days. 
Hence, the current Weekly scrub operation may open a siZe 
able WindoW during Which the storage system may not be able 
to reconstruct data due to a media error occurring on a disk 
While in the reconstruction of a RAID subsystem. Further 
more, for some current scrubbings that are limited in time, 
some storage devices may not be scrubbed during a single 
scrub due to the increasing siZe of the disks and the limited 
time the current scrub is alloWed to run. Thus, these storage 
devices have to Wait for the next scrub. Consequently, there is 
a larger WindoW during Which these storage devices may have 
media errors developed, Which adversely impacts the reliabil 
ity of the storage services provided by the system. 

Although a scrub may be alloWed to run longer in order to 
check all storage devices in a subsystem, such a long scrub 
may degrade the performance of the storage system because 
of various reasons. One reason is that the existing scrub 
involves reading data from the storage devices to the storage 
server, Which takes up valuable data transmission bandWidth 
in the storage system. As a result, the latency in servicing 
client requests (e.g., read requests, Write requests, etc.) to 
access the storage devices increases. 

Because of the limitations of scrubbing With the read 
operations, one current technique is to replace reads With a 
verify operation, such as Small Computer Interface System 
(SCSI) Verify, that causes the storage devices to check 
Whether the data can be read correctly Without transferring 
data to the storage server. Thus, in general, the verify opera 
tion has much less overhead than the read operation. HoW 
ever, even With verify operations, some ?xed time scheduling 
scrubs still adversely impact the performance of a RAID 
subsystem by adding latency and/ or impacting data through 
put. Therefore, the ?xed time scheduling scrubs do not scale 
as the number and siZes of storage devices in a storage system 
increase. 

Besides softWare based approaches, one conventional 
hardWare based approach includes causing a disk to run SCSI 
verify by itself. When a read operation fails, the disk may 
attempt to recover the data from the sector involved using 
error recovery mechanisms internal to the disk. These mecha 
nisms can include retrying the read operation pursuant to a 
predetermined retry algorithm, repositioning the read/Write 
head of the disk, and running error detection and correction 
(EDC) algorithms (also knoWn as error correction code 
(ECC)). HoWever, such internal error recovery mechanisms 
typically adversely impact disk read performance. If such 
internal error recovery mechanisms succeed in enabling the 
disk to respond successfully to the read request, the error is 
termed a “recovered error.” On the other hand, if such internal 
error recovery mechanisms fail to enable the disk to respond 
successfully to the read request, the error is termed an “non 
recoverable error.” Non-recoverable errors are typically 
noted by the storage system, Which may then resort to con 
ventional RAID technology to correct the error. HoWever, one 
disadvantage of such hardWare approach is that the disk can 
correct only recoverable errors, While non-recoverable errors 
are not corrected, even though non-recoverable errors are 
typically more critical in nature than the recoverable errors. 

SUMMARY 

The present invention includes a method and an apparatus 
to aggressively detect media errors on storage devices With 
negligible performance impact. In one embodiment, the 
method includes computing a ?rst data rate at or above Which 
a scrub on a set of storage devices can be completed Within a 
predetermined period of time, and running the scrub on the 
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storage devices at a second data rate Without interfering With 
the storage devices servicing client requests to access the 
storage devices, the second data rate being at or above the ?rst 
data rate. 

Other features of the present invention Will be apparent 
from the accompanying draWings and from the detailed 
description that follows. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by Way of example and 
not limitation in the ?gures of the accompanying draWings, in 
Which like references indicate similar elements and in Which: 

FIG. 1 illustrates an exemplary embodiment of a storage 
system; 

FIG. 2 illustrates one embodiment of a storage server; 
FIG. 3A is a How diagram of one embodiment of a process 

to detect media errors on storage devices in a storage system; 
FIG. 3B is a How diagram of one embodiment of a process 

to detect media errors on a storage device; and 
FIG. 3C is a How diagram of one embodiment of a process 

to determine Whether a storage device is busy. 

DETAILED DESCRIPTION 

A method and an apparatus to aggressively detect media 
errors on storage devices With negligible performance impact 
are described. In the folloWing description, numerous speci?c 
details are set forth. HoWever, it is understood that embodi 
ments of the invention may be practiced Without these spe 
ci?c details. In other instances, Well-knoWn components, 
structures, and techniques have not been shoWn in detail in 
order not to obscure the understanding of this description. 

In one embodiment, a scheduling and/ or throttling mecha 
nism is used to enable scrubbing of storage devices in a 
storage system With negligible performance impact. In a fur 
ther embodiment, SCSI verify is used in a background pro 
cess to detect for media errors on the storage devices. More 
over, the background process may be run substantially 
continuously. Detail of various embodiments Will be dis 
cussed beloW With reference to the ?gures. 
Some portions of the folloWing detailed description are 

presented in terms of algorithms and symbolic representa 
tions of operations on data bits Within a computer memory. 
These algorithmic descriptions and representations are the 
tools used by those skilled in the data processing arts to most 
effectively convey the substance of their Work to others 
skilled in the art. An algorithm is here, and generally, con 
ceived to be a self-consistent sequence of operations leading 
to a desired result. The operations are those requiring physical 
manipulations of physical quantities. Usually, though not 
necessarily, these quantities take the form of electrical or 
magnetic signals capable of being stored, transferred, com 
bined, compared, and otherWise manipulated. It has proven 
convenient at times, principally for reasons of common 
usage, to refer to these signals as bits, values, elements, sym 
bols, characters, terms, numbers, or the like. 

It should be kept in mind, hoWever, that all of these and 
similar terms are to be associated With the appropriate physi 
cal quantities and are merely convenient labels applied to 
these quantities. Unless speci?cally stated otherWise as 
apparent from the folloWing discussion, it is appreciated that 
throughout the description, discussions utiliZing terms such 
as “processing” or “computing” or “calculating” or “deter 
mining” or “displaying” or the like, refer to the action and 
processes of a computer system, or similar electronic com 
puting device, that manipulates and transforms data repre 
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4 
sented as physical (electronic) quantities Within the computer 
system’s registers and memories into other data similarly 
represented as physical quantities Within the computer sys 
tem memories or registers or other such information storage, 
transmission or display devices. 
The present invention also relates to an apparatus for per 

forming the operations described herein. This apparatus may 
be specially constructed for the required purposes, or it may 
comprise a general-purpose computer selectively activated or 
recon?gured by a computer program stored in the computer. 
Such a computer program may be stored in a computer read 
able storage medium, such as, but is not limited to, any type of 
disk including ?oppy disks, optical disks, CD-ROMs, and 
magnetic-optical disks, read-only memories (ROMs), ran 
dom access memories (RAMs), EPROMs, EEPROMs, mag 
netic or optical cards, or any type of media suitable for storing 
electronic instructions, and each coupled to a computer sys 
tem bus. 

The processes and displays presented herein are not inher 
ently related to any particular computer or other apparatus. 
Various general-purpose systems may be used With programs 
in accordance With the teachings herein, or it may prove 
convenient to construct a more specialiZed apparatus to per 
form the operations described. The required structure for a 
variety of these systems Will be evident from the description 
beloW. In addition, the present invention is not described With 
reference to any particular programming language. It Will be 
appreciated that a variety of programming languages may be 
used to implement the teachings of the invention as described 
herein. 
A machine-readable medium includes any mechanism for 

storing or transmitting information in a form readable by a 
machine (e. g., a computer). For example, a machine-readable 
medium includes read only memory (“ROM”); random 
access memory (“RAM”); magnetic disk storage media; opti 
cal storage media; ?ash memory devices; electrical, optical, 
acoustical or other form of propagated signals (e.g., carrier 
Waves, infrared signals, digital signals, etc.); etc. 

FIG. 1 shoWs a data storage system useable With some 
embodiments of the present invention. The system 100 
includes a storage server 110, a netWork 150, a number of 
storage devices 130 coupled to the storage server 110, and a 
number of client machines 140 coupled to the storage server 
110 via the netWork 150. The netWork 150 may include a Wide 
area netWork (WAN), a local area netWork (LAN), etc. The 
storage devices 130 may include a number of disks organiZed 
in shelves. The disks may include one or more Redundant 
Array of Independent Disks (RAID) volumes. 

Note that any or all of the components of system 100 and 
associated hardWare may be used in various embodiments of 
the present invention. HoWever, it can be appreciated that 
other con?gurations of the data storage system may include 
some or all of the devices disclosed above. 

In one embodiment, the system 100 includes a storage area 
netWork (SAN) to transmit read/Write requests at the block 
level of the storage server 110. A block is the basic unit used 
to store data in the SAN. In an alternate embodiment, the 
system 100 is a netWork-attached storage (NAS) system that 
transmits data at the ?le level. In the NAS system, complete 
?les are retrieved instead of segments on a disk. The NAS 
system uses ?le access protocols to retrieve data, such as, for 
example, NetWork File System (NFS), or Common Internet 
File System (CWFS). The SAN and the NAS systems may be 
implemented in a single server or in separate servers. 

In one embodiment, the storage server 110 computes a ?rst 
data rate at or above Which the veri?cation on the set of 
storage devices 130 can be completed Within a predetermined 



US 7,529,982 B1 
5 

period of time (e. g., 72 hours). A complete veri?cation of all 
storage devices in a storage system may be referred to as a full 
scrub. Veri?cation may be performed on the storage devices 
Without interfering With storage service provided by the set of 
storage devices at or above the ?rst data rate. In some embodi 
ments, the rate of veri?cation is adjusted dynamically during 
the scrub based on a number of criteria. Detail of some exem 
plary criteria is discussed beloW With reference to FIG. 3C. 

“Veri?cation” as used herein refers to an operation or a 

sequence of operations a storage device (e.g., a disk) per 
forms to determine Whether the data in one or more blocks of 
the storage device can be read correctly Without transferring 
the data to a host (e. g., a storage server) over an interconnect 
coupling the storage device to the host. In contrast, a read 
operation involves the transfer of data from a block in a 
storage device across the interconnect to the storage server. 
Since no data transfer is involved in veri?cation, veri?cation 
consumes substantially less I/O bandWidth than read does. 
Furthermore, veri?cation has substantially less loop utiliZa 
tion overheads than read. In one embodiment, the system 100 
supports the SCSI protocol, Which provides a verify com 
mand, SCSI_VERIFY. A storage server may issue a 
SCSI_VERIFY command to a storage device to cause the 
storage device to perform veri?cation on the storage device. 
During veri?cation, the storage device checks Whether data 
on the storage device can be read correctly Without transfer 
ring the data to the storage server. Data on the storage device 
may not be read correctly When there is a media error on the 
storage device, and thus, performing veri?cation on the stor 
age device may detect media errors on the storage device. 

In one embodiment, a verify request is processed When 
there are no other requests pending in the storage server 110 
such that the impact of the veri?cation on servicing the 
requests from the client machines 140 may be reduced. Fur 
thermore, the storage server 110 may compute a data rate at or 
above Which a full scrub can be completed Within a predeter 
mined period (e.g., 72 hours) based on various parameters. 
The parameters may include the siZe of the largest storage 
device Within the storage system, the predetermined period, 
and the siZe of the verify requests. To choose a verify request 
siZe, one may balance the cost of the request against the 
impact on client latency. The cost of the request refers to the 
amount of time the storage server 110 and the storage devices 
130 take to complete the request. For instance, the time to 
complete the request may include the time to move a disk 
head from one track to another track on a platter of a disk (also 
referred to as the disk seek time), the time for the platter of the 
disk to rotate to the location Where the requested data is stored 
(also referred to as the rotational latency), and the time spent 
on reading the requested data from the media in an uncached 
manner. In one embodiment, the verify request siZe is 512 k 
bytes, Which may be equal to 128 blocks on a Fibre Channel 
(FC) disk. 

In another embodiment, the veri?cation rate for each stor 
age device can be calculated based on solely the siZe of each 
storage device. In some embodiments, a verify request siZe of 
128 blocks, i.e., 512 kbytes, may be used. In order to amortiZe 
the cost of the request, a bigger verify request siZe may be 
used. 

In yet another embodiment, Where detailed storage device 
topology information is available, a verify siZe substantially 
equal to a track length is used. One advantage here is that the 
storage devices supporting Zero-latency access or rotational 
optimiZation may not incur any rotational delay. 

In an alternate embodiment, a storage device is divided into 
a predetermined number of groups of blocks. A veri?cation 
may be performed Within the group at a location closest to the 
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6 
current disk head position. Progress may be monitored on a 
per group basis to help reducing the seek overhead on the 
disk. 

Furthermore, to improve performance, the storage server 
110 may determine hoW busy the storage devices 130 are and 
the storage server 110 may dynamically change the rate at 
Which the storage device 130 are scrubbed accordingly. More 
details on the determination of hoW busy the storage devices 
130 are and hoW the scrub rate is dynamically adjusted are 
discussed beloW With references to FIGS. 3A-3C. 
When the storage devices 130 are less busy With servicing 

client requests, the storage devices may run veri?cation With 
out adversely impacting the latency in servicing client 
requests. In other Words, the storage devices have some free 
bandWidth to run the verify requests of the scrub When they 
are less busy With the client requests. In some embodiments 
Where the average disk utiliZation is approximately 50%, a 
full scrub With dynamic adjustment of scrub rate may be done 
roughly tWice as fast as a full scrub Without dynamic adjust 
ment of scrub rate. 

Furthermore, being able to verify all storage devices in 
each scrub alloWs media errors (if any) to be resolved or 
repaired in a timely manner. A double failure on a storage 
device in a redundancy group (e.g., RAID) may be caused by 
the discovery of media errors on the storage device during 
reconstruction of the redundancy group. Therefore, timely 
resolving media errors on the storage devices helps to prevent 
double failures of the storage devices during reconstruction of 
the RAID group. 

Referring back to FIG. 1, the storage devices 130 may be 
organiZed into a RAID group. There may be tWo types of 
scrubs performed in a RAID group, namely, a parity scrub and 
a verify scrub. The parity scrub is performed by the storage 
server 110 to check for parity errors as Well as media errors. 

In some embodiments, the storage server 110 reads data from 
various storage devices 130 and XOR the data to compute the 
corresponding parity. The storage server 110 also reads a 
previously computed parity from a parity disk. Then the stor 
age server 110 veri?es the parity read against the parity com 
puted. Since the storage server 110 reads data from the stor 
age devices 130 in order to check for parity errors, the storage 
server 110 is able to detect media errors as Well from reading 
the data. 

In contrast, the verify scrub is performed by the storage 
devices 130 to detect media errors Without transferring the 
data to the storage server 110. Thus, the parity scrub generally 
takes up signi?cantly more bandWidth than the verify scrub. 
Therefore, the verify scrub and the parity scrub may not be 
performed simultaneously in some embodiments because 
only one type of scrub is alloWed at a given instance given a 
limited amount of bandWidth. Typically, the parity scrub may 
have a higher priority than the verify scrub because the parity 
scrub can correct parity errors in addition to media errors. 

Therefore, in some embodiments, the verify scrub is not 
initiated if a parity scrub is already under progress. Also, 
initiating a parity scrub may automatically suspend an in 
progress verify scrub. After the parity scrub has stopped or is 
suspended, the verify scrub may resume from the block at 
Which the verify scrub has been suspended. HoWever, since 
parity errors may be relatively rare in some embodiments, the 
parity scrub may be performed less frequently than the verify 
scrub, thus reducing the overall impact on the client perfor 
mance as a result of scrubbing storage devices. 

FIG. 2 illustrates one embodiment of a storage server in a 
data storage system, such as storage server 110 in FIG. 1. The 
storage server 200 includes a processor 222, a memory 224, a 
netWork adaptor 226, and a storage adaptor 228, Which are 
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coupled to each other via an interconnect 230. In one embodi 
ment, the storage server 200 is within a network and the 
network adaptor 226 interfaces with the network. The net 
work may include a local area network (LAN), or a wide area 
network (WAN), etc. Data is transmitted between the storage 
server 200 and the network via the network adaptor 226. 
When data is received, the network adaptor 226 may forward 
the data to the storage adaptor 228, the memory 224, or the 
processor 222. 

In one embodiment, the processor 222 reads instructions 
from the memory 224 and executes the instructions. The 
memory 224 may include any of various types of memory 
devices, such as, for example, random access memory 
(RAM), read-only memory (ROM), ?ash memory, one or 
more mass storage devices (e.g., disks), etc. In one embodi 
ment, the memory 224 stores instructions of various software 
running on the storage server 200, such as a RAID engine, an 
operating system (e. g., Write Anywhere File Layout (WAFL) 
system provided by Network Appliance, Inc. of Sunnyvale, 
Calif.), storage subsystems (e.g., driver of disk drives, driver 
of tape drives, etc.), Network File System (N FS) applications, 
Network Internet Protocol (IP) Driver, etc. The processor 222 
responds to requests from client machines, the network man 
agement station, or other storage servers and organiZes data 
on the storage devices (e.g., disks) coupled to the storage 
server 200. The storage server 200 interfaces with the storage 
devices via the storage adaptor 228. 

FIG. 3A illustrates a ?ow diagram of one embodiment of a 
process to detect media errors on storage devices in a storage 
system. The process is performed by processing logic that 
may comprise hardware (e. g., circuitry, dedicated logic, etc.), 
software (such as is run on a general-purpose computer sys 
tem or a dedicated machine, such as the storage server 200 in 
FIG. 2), or a combination of both. Furthermore, the technique 
disclosed below is applicable to various types of storage 
devices, such as FC disks, Advanced Technology Attachment 
(ATA) disks, etc. 

Referring to FIG. 3A, processing logic determines a data 
rate at or above which the veri?cation is performed in order to 
complete veri?cation of a predetermined set of storage 
devices, such as all the storage devices in the storage system 
(processing block 310). For example, a 72 GB FC disk has 
142,410,400 sectors. In order to verify all of the sectors in a 
predetermined period of 72 hours, 142,410,400/ 
72*60*60:549 sectors have to be veri?ed per second. An 
exemplary RAID subsystem may issue requests of 1,024 
sectors each. Therefore, to maintain the rate of 549 sectors per 
second, a 512 kbyte verify is issued every 1,000*1,024 sec 
tors/549 sectors/ second, i.e., 1,865 msec, to complete the 
veri?cation on the 72 GB disk. Hence, the ?rst data rate in this 
example is one 512 kbyte verify request in every 1,865 msec. 
In one embodiment, the storage devices include a number of 
ATA disks, which are typically designed to handle smaller 
chunks of data than FC disks. Thus, for ATA disks, the 512 
kbyte verify may be broken down into smaller verify requests, 
such as sixteen 32 kbyte verify requests. 

Since the scheduling of verify requests may be driven by 
I/O requests and/or responses, the verify requests are dis 
patched to a driver or adaptor either when the I/O requests are 
received from a RAID subsystem or after the previous com 
mand from a storage server has been completed. In the 
absence of any I/O activity, a verify request may not be 
scheduled until the next I/O request is received. This may 
happen if the verify request has not been scheduled earlier 
because the storage device has been busy and the time to force 
veri?cation to meet a predetermined deadline has not been 
reached yet. Such a delay on scheduling the verify request 
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may be a relatively long period. To avoid a lengthy delay and 
in order to meet the ?rst data rate, processing logic may 
periodically poll the driver and/or adaptor for pending verify 
requests (processing block 312) so that the pending verify 
requests can be scheduled promptly. How often the polling is 
performed may depend on the amount of processing 
resources in the storage system. In one embodiment, process 
ing logic polls the storage device driver every 500 msec for 
pending verify requests so that the veri?cation may not con 
sume much processing resource in the storage system. 
When a pending verify request is found, processing logic 

selects a next storage device for veri?cation (processing 
block 314). If processing logic ?nds an unveri?ed storage 
device, processing logic schedules veri?cation of a set of 
blocks in the selected storage device (processing block 320). 
Note that the storage devices may not be scrubbed serially. In 
some embodiments, the verify requests are dispatched to the 
storage devices in parallel. More detail of the veri?cation of 
the blocks in the selected storage device is discussed below 
with reference to FIG. 3B. After iterating through all unveri 
?ed storage devices once, processing logic returns to process 
ing block 312 to poll the storage device driver. Note that a 
storage device is considered unveri?ed if the storage device 
has one or more unveri?ed blocks. 

FIG. 3B illustrates one embodiment of a process for detect 
ing media errors on a storage device. The process is per 
formed by processing logic that may comprise hardware (e. g., 
circuitry, dedicated logic, etc.), software (such as is run on a 
general-purpose computer system or a dedicated machine, 
such as the storage server 200 in FIG. 2), or a combination of 
both. Furthermore, the technique disclosed below is appli 
cable to various types of storage devices, such as FC disks, 
ATA disks, etc. 

Referring to FIG. 3B, processing logic starts to verify a 
predetermined number of blocks in a storage device in a 
storage system (processing block 321). Processing logic 
checks whether any block on the storage device has been 
veri?ed (processing block 323). If no block on the storage 
device has been veri?ed yet, processing logic starts with 
block Zero on the storage device (processing block 327). 
Otherwise, processing logic starts with the next block to be 
veri?ed (processing block 325). 

To verify a block, processing logic performs one or more 
operations to determine whether a storage device is busy 
(processing block 330). More detail on how processing logic 
determines whether the storage device is busy is discussed 
below with reference to FIG. 3C. 

In one embodiment, when processing logic determines that 
the storage device is not busy, processing logic launches a 
predetermined number of verify requests in parallel to take 
advantage of the fact that the storage device is not busy 
(processing block 340). However, the number of verify 
requests (e.g., SCSI_VERIFY) to be launched in parallel 
depends on the type of the storage device. For instance, three 
512 kbyte verify requests may be launched on a PC disk. 
However, for an ATA disk, only one 512 kbyte verify request 
may be launched even when the ATA disk is not busy. 

If processing logic has determined that the storage device is 
busy, processing logic may check whether it is time to force a 
verify operation in order to complete verifying the predeter 
mined set of storage devices in the system within the prede 
termined period, such as 72 hours (processing block 339). If 
it is time to force a verify operation, processing logic may 
launch one verify request (processing block 342) to reduce 
the impact of the veri?cation on the storage device perfor 
mance since the storage device is busy. Otherwise, processing 
logic transitions to processing block 352. 
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After launching the verify request(s) in either processing 
block 340 or 342, processing logic determines whether there 
is any media error found on the block (processing block 348). 
If a media error is found, processing block repairs the block 
using conventional RAID reconstruction technology (pro 
cessing block 350). In one embodiment, data on the bad block 
is reconstructed from the data on other blocks in the error-free 
storage devices within the same RAID group. However, if the 
storage device is a spare storage device in the storage system, 
media error correction on the spare storage device may 
include writing Zeros (also referred to as Zeroing) in the 
blocks having media errors. Processing logic may not recon 
struct the spare storage device because there is no data on the 
spare storage device. 

If no media error is found, processing logic may check 
whether there is another block on the current storage device 
not yet veri?ed (processing block 352). If there is no more 
unveri?ed blocks on the storage device, then processing logic 
waits a predetermined period of time and then marks the 
storage device as unveri?ed in order to restart veri?cation of 
the entire storage device from block Zero again later (process 
ing block 358). Then the process ends (processing block 329). 
Otherwise, if there is at least one more block to be veri?ed, the 
process may be ended (processing block 329) without reset 
ting to block Zero to allow processing logic to wait until the 
next scheduling cycle to verify more blocks on this storage 
device. 

FIG. 3C illustrates a ?ow diagram of one embodiment of a 
process to determine whether a storage device in storage 
system is busy. The storage device may be coupled to a 
storage server, which may access the storage device and/or 
perform various operations on the storage device. The process 
is performed by processing logic that may comprise hardware 
(e. g., circuitry, dedicated logic, etc.), software (such as is run 
on a general-purpose computer system or a dedicated 
machine, such as a storage server), or a combination of both. 
For the purpose of illustration, some sample levels or values 
are provided in the following discussion. But these levels and 
values should not be taken to limit the present invention as 
claimed. In some embodiments, the sample checking opera 
tions discussed below may or may not be performed in the 
order illustrated in FIG. 3C. 

Since veri?cation does not involve data transfer, processor 
resources consumed is negligible. Therefore, in some 
embodiments, processing logic does not check for processor 
utilization in determining whether the storage device is busy. 
Instead, processing logic may rely on other indicators to 
determine whether the storage device is busy. For example, 
processing logic may determine whether there is any pending 
verify request (processing block 332). If there is, the storage 
device may be considered to be busy (processing block 309). 
Otherwise, processing logic may transition to processing 
block 333 to continue checking other conditions. 

Furthermore, processing logic may determine whether a 
predetermined period has passed since the last read or write 
operation (processing block 334). For instance, the predeter 
mined period may be 1000 msec. If the predetermined period 
has not passed, the storage device may be considered to be 
busy (processing block 309). Otherwise, processing logic 
may transition to processing block 335 to continue checking 
other conditions. 

Processing logic may determine whether another predeter 
mined period has passed since the last verify operation (pro 
cessing block 335). For instance, this predetermined period 
may be 500 msec. If the predetermined period has not passed, 
the storage device may be considered to be busy (processing 
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block 309). Otherwise, processing logic may transition to 
processing block 336 to continue checking other conditions. 

Processing logic may determine whether there is any I/O 
requests queued up (processing block 336). If there is at least 
one I/O request queued up, the storage device may be con 
sidered to be busy (processing block 309). Otherwise, pro 
cessing logic may transition to processing block 337 to con 
tinue checking other conditions. 

Processing logic may determine whether there is any I/O 
request pending (processing block 337). If there is at least one 
I/ O request queued up, the storage device may be considered 
to be busy (processing block 309). Otherwise, processing 
logic may determine the storage device to be not busy (pro 
cessing block 308). Based on whether the storage device is 
busy, processing logic may dynamically adjust the rate at 
which the scrub is run. In one embodiment, processing logic 
may launch fewer verify requests when the storage device is 
busy. Alternatively, processing logic may simply delay 
launching the verify requests. Detail of how to dynamically 
adjust the rate has been discussed above with reference to 
FIG. 3B. 
The foregoing discussion merely describes some exem 

plary embodiments of the present invention. One skilled in 
the art will readily recogniZe from such discussion, the 
accompanying drawings and the claims that various modi? 
cations can be made without departing from the spirit and 
scope of the invention. 
What is claimed is: 
1. A method comprising: 
computing a ?rst data rate at or above which a scrub on a 

plurality of storage devices can be completed within a 
predetermined period of time; and 

running the scrub on the plurality of storage devices at a 
second data rate without interfering with the plurality of 
storage devices servicing client requests to access the 
plurality of storage devices, the second data rate being at 
or above the ?rst data rate. 

2. The method of claim 1, wherein running the scrub on the 
plurality of storage devices comprises: 

issuing verify requests from a storage server to the plurality 
of storage devices to cause the plurality of storage 
devices to check for media errors. 

3. The method of claim 2, wherein the plurality of storage 
devices check whether data on the plurality of storage devices 
can be read correctly without transferring the data to the 
storage server in response to the verify requests. 

4. The method of claim 2, wherein the verify requests 
include Small Computer System Interface (SCSI) verify 
requests. 

5. The method of claim 1, further comprising: 
dynamically changing the second data rate based on 

whether the plurality of storage devices are busy. 
6. The method of claim 1, further comprising: 
dynamically changing the second data rate in response to a 

volume of the client requests. 
7. The method of claim 1, wherein computing the ?rst data 

rate includes computing the ?rst data rate based on a siZe of a 
largest storage device or a siZe of a predetermined storage 
device among the plurality of storage devices. 

8. An apparatus comprising: 
a storage adaptor to couple to a plurality of storage devices; 
a memory device to store a plurality of instructions; and 
a processor, coupled to the memory device and the storage 

adaptor, to retrieve the plurality of instructions from the 
memory device and, in response to the plurality of 
instructions, to perform a plurality of operations com 
prising: 
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managing the plurality of storage devices to service 
client requests to access the plurality of storage 
devices; 

causing the plurality of storage devices to run a scrub to 
check for media error on the plurality of storage 
devices Without interfering With the plurality of stor 
age devices servicing the client requests; and 

computing a ?rst data rate at or above Which the scrub 
can be completed Within a predetermined period of 
time, Wherein the scrub is performed at a second data 
rate, the second data rate being at or above the ?rst 
data rate. 

9. The apparatus of claim 8, Wherein causing the plurality 
of storage devices to run the scrub comprises: 

issuing verify requests to the plurality of storage devices. 
10. The apparatus of claim 9, Wherein the plurality of 

storage devices checks Whether data can be read correctly 
from the plurality of storage devices Without transferring data 
from the plurality of storage devices. 

11. The apparatus of claim 8, Wherein the plurality of 
operations further comprise: 

monitoring the client requests to access the plurality of 
storage devices; and 

dynamically changing the second data rate in response to a 
volume of the client requests. 

12. A storage system comprising: 
a plurality of storage devices; 
an interconnect; and 
a storage server, coupled to the plurality of storage devices 

via the interconnect, to provide storage service, the stor 
age server comprising: 
a memory device to store a plurality of instructions; and 
a processor, coupled to the memory device, to retrieve 

the plurality of instructions from the memory device 
and, in response to the plurality of instructions, to 
perform a plurality of operations comprising: 
computing a ?rst data rate at or above Which the 

plurality of storage devices can be completely 
scrubbed Within a predetermined period of time; 
and 

causing the plurality of storage devices to perform a 
scrub to detect media errors at a second data rate, 
the second data rate being at or above the ?rst data 
rate. 

13. The storage system of claim 12, Wherein the plurality of 
operations further comprise: 

monitoring client requests to access the plurality of storage 
devices; and 

dynamically changing the second data rate in response to a 
volume of the client requests. 

14. The storage system of claim 12, Wherein causing the 
plurality of storage devices to perform the scrub comprises 
issuing verify requests to the plurality of storage devices. 

15. The storage system of claim 14, Wherein the verify 
requests include Small Computer System Interface (SCSI) 
verify requests. 

16. The storage system of claim 12, Wherein the plurality of 
storage devices include a Redundant Array of Independent 
Disks (RAID) group. 
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17. The storage system of claim 16, Wherein the plurality of 

operations further comprise repairing a storage device if a 
media error is detected on the storage device during the scrub. 

18. The storage system of claim 12, Wherein the scrub is 
substantially continuously performed on the plurality of stor 
age devices. 

19. An apparatus comprising: 
means for reducing a latency of servicing client requests by 

a plurality of storage devices When the plurality of stor 
age devices are scrubbed to detect media errors on the 

plurality of storage devices; and 
means for ensuring the plurality of storage devices are 

completely scrubbed Within a predetermined period of 
time, 

Wherein the means for ensuring comprises: 
means for computing a ?rst data rate at or above Which 

a scrub on the plurality of storage devices can be 
completed Within the predetermined period of time; 
and 

means for running the scrub on the plurality of storage 
devices at a second data rate Without interfering With 
the plurality of storage devices servicing client 
requests to access the plurality of storage devices, the 
second data rate being at or above the ?rst data rate. 

20. A method comprising: 
scanning a plurality of storage devices in a data storage 

system to check for errors in the plurality of storage 
devices; and 

dynamically adjusting a frequency of the scanning based 
on a current bandWidth of each of the plurality of storage 
devices. 

21. The method of claim 20, Wherein the errors comprise at 
least one of a media error and a parity error. 

22. The method of claim 20, Wherein scanning the plurality 
of storage devices comprises: 

issuing verify requests from a storage server to the plurality 
of storage devices to cause the plurality of storage 
devices to check for media errors Without transferring 
data from the plurality of storage devices to the storage 
server. 

23. The method of claim 20, Wherein scanning the plurality 
of storage devices comprises: 

using a storage server to read data from the plurality of 
storage devices and to compute a ?rst parity from the 
data read; and 

verifying the ?rst parity computed against a second parity 
read from a storage device designated for storing pari 
ties. 

24. The method of claim 20, Wherein dynamically adjust 
ing the frequency of the scanning comprises: 

increasing the frequency of the scanning in response to a 
drop in client requests to access the plurality of storage 
devices; and 

decreasing the frequency of the scanning in response to a 
rise in client requests to access the plurality of storage 
devices. 


